E-Signature

The Pharmacy Perspective




Prescriptions arrive at a pharmacy. today...

Written: 0y a Preseriner: (not always on a prescription pad).
[Dornot always know! the prescriber’s handwiriiing
legibility, 1ssues
MISSINgG Information
patient |eses prescription

(presceription Is sometimes, pre-printed and signed by the prescriber)

Phone call (Cloy the; Prescriber or “agent™)
dornot always recegnize thercaller
“agent” - may’ not even lae part off prescriber’s practice
neraudit traniFthere Is a discrepancy.
misinterpretation and miscommunication ol essential infermatioen

[EaX
_egibnlity
Witing disappears/unreadalble over time
Verification ofi origin can e difficult






E-Prescribing Benefits...

Quality Assurance Issues
Jiext messages - readalnlity.
Prompt fior all' necessary Information
| Ategration With West phRakmacy/ system
reduice keystrrokes
eliminate tiranseripuion ERoKS

SECUKItY
Reguires sign-on - user 1D at prescriher’s office.
EE-trraill - transaction 1eg.

SEcUKe connection lbetween ofifice system to Proxymed! &
SureScripts

[Dedicated private: data clrcult between SUreScrIpLs,
ProxyVed, and pharnacies,

E-Prescribing Indicator In prescriber’s registration.



HIHS Fact Sheet:
IHITF Report At-A-Glance

Use ol moedernl informanon technelogy has the
potential o transfermitie delivery of lnealth
cale InfAmerica for the hetierr— anad o do'Se
Witheut heavy-handed regulationior upheaval
IR the healn: cale Sectior”

HES Press Office Weanesaay:July, 24, 2004



Security...

Pharmacy and Aggregators

SECUKe connection

private data Cleult

encrypted messaging

standardsite prevent altering transactions

Pharmacy: Systems

fiirewalls

encryptien

INe Unauthorized access
log| firlesifor all transactions



E-Prescribing Security Features

Private lease line

Public Internet with the fellewing encryplion methoeds
\V/PNIconnection

Utirlizing SSI
Unigue: prescriler adaresses
Regjstered Users
Unigue pharmacy, identifiers - NCPDP Provider |D
Unigue sender D - Electrenic Signature

Electronic Signature” means an electronic sound, symbol, or
process attached to or logically associated with a record and
executed or adopted by a person with the intent to sign the

record




Electronic Prescribing Security and eSignature Infrastructure

L

11/22/2004

EXpress Scripts, Inc.

11/16/2004
S Velidal e



E-Prescriping in Today’s Retail

Environment

SECUFItY INLrINSIC to SUrESCrIPLSs & Proxymed have been
ddeguate te ensure authentication and nen-repudiation:

Noerimmediate need forr e-Signature or Digitali Signatures

Security aliready: burlt e systems i use: by, retail 1ndustry,
teday makes;e-Signatuire reguirement Iessiurgent

Requiring e-Signature and Digital’ Signatures at this time
woeuld significantly: Impede: the pregrress ol e-prescrkbing
and the lenefiits patients and practitioners woula realize

fromiIt’s Implementation.



Pharmacy: Systems

Bi-directional capabiliny/ With PRESCHIRENS
Use! off Seclre passwords - 1dentifiers

EXISting Infrrastiruciure: - seclre

Board el Pharmacy Approvals for Beth preserikerand
pPharnacy. systems and the connectviity, etween them,

Use ot PKI -net abselute method off Identification




Use of a digitall signature

PKI - public anadl private key infrastrictuires
a Have not Been proveR R the Industry.

s Complex

s Each pharmacy - maintam separate PKI

x Multiplerkeys fior paarmacy’ chalns - USers

s NO guarantee of securiity

s Costly te Implement: - rFESOUKCES & time

s BarrIer to e-Prescrbing moeving forward




Current authentication method

PASSWOKGS
BIemEtrics

SECUIFE CORMNECHIeNS
EnRcryption
|dEntIers



Encourage the Growth ofi e-Prescribing

E-prescribing envircnment teday/ Is a big steps forward from'legacy.
(manual) Precesses.

Goeal: Administrative Simplification — Improve the quality, safety and
effiiciency, of health care

Challenge: Aveld over=complication and introduction of BUrAensome
reguirements that are not Imposed 1n NeN-elEctironic ProCEss.

Solution: limplement ePrescribing architecture that supports all
prescriptions (Contrelled & non-contrelied).

Practitioners, pharmacists andl patients need encouragement and
training 1N erder te hegin Implementing e-Prescribing);, the henefits will
not be realized If technology IS perceived as teo ONEroUS OF
complicated.



IHow! e-Prescribing Benefits Patients

Impreved @uality of Care

a | mproves efficiency. of the Prescribing Precess

x Pharmacistsiare anle te spendimoere time providing
Pharmaceuticall care (Counseling):

s Readuces poetential fior errors.

a Cost reductions realized by health plans due te
IACKreased therapy compliance By Patients.

Improved Privacy.

n Privacy, quality and security cam be Inprovead over
PAPEr records via technoloegy: that complies with HIPAA




Patient Care....

Appreximately - 20% of prescription fier controlied
SUiaStances.

Characterized by Immediate Use
emergency. reom/discharge frem hospiial

PrRescrined R conjuRction WIth GtRErF MEAICATION.
Cold -cough & antilbiotics
pain and sleep

Pronibit E-Rx for one - eliminate others firom heing E-Rx -
|0Ss| of benefit torthe patient.
Physicians will'not send patient Rxs two) separate Ways



|mportant Concepts to Keep in Minad

NG sulestitute for pharmacists professional
Judgment — ultimate: respoensibility for ensuring
authenticity, and accuiracy, off Prescripticns Kests

Wiith the dispensing pharmacist WhHEthEr the RXIS
deliveredimanually or electronically:

[E-PIresCHIING| IS SECUre - exXceeds current metnoads
BArKIERS tomevIng fiorward have ne Penefiit



